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Topics and Non-Topics

‘/Vu\nerabi\ity Ecosystem

\/Examp\e Vulnerability Management Process: OpenStack
\/ Do’s and do not's

\/ “The Future”

xHOW do | secure my [insert technology stack] deployment?

xChoosing a vulnerability management system



Why "Know thyselt”?

The unexamined life is not worth living.
(Socrates)

The unexamined deployment is not worth patching.
(made up for this presentation)


https://en.wikipedia.org/wiki/The_unexamined_life_is_not_worth_living

Why “patch thyselt”?

® New vulnerabilities are disclosed daily
® Unpatched vulnerabilities are a threat to tenant and operator alike
® Regular release cycles are too long

® Cloud deployments include many, many third-party libraries not
maintained by the cloud platform itselt

® \ulnerabilities in hypervisors or container management systems
can compromise the entire deployment.



What is a vulnerability?

A security issue with an
assigned CVE identifier
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The (in) security ecosystem
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Patch Availability vs Exploit Availability
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Why not (yet) patched?

e cost — plain and simple

o disruption — upgrades disrupt business and “steal”
resources

e compatibility/dependencies — specialist applications
may not operate reliably on newer operating systems

eoperations — major software upgrades are inherently risky,
and user tools may work differently



Vulnerability assessment in OpenStack

 OpenStack vulnerability management team
 OpenStack Security Notes (OSSNSs)

* OpenStack-discuss mailing list



OpenStack Vulnerability Management Process
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Security information for OpenStack deployers

eOpenStack Security Advisories (OSSA)
eOpenStack Security Notes (OSSN)
eOpenStack Security Guide



https://security.openstack.org/ossalist.html
https://wiki.openstack.org/wiki/Security_Notes
https://docs.openstack.org/security-guide/

Security Domains in OpenStack
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Source: https://docs.openstack.org/security-guide/introduction/security-boundaries-and-threats.html#



Security Domains in OpenStack
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Source: https://docs.openstack.org/security-guide/introduction/security-boundaries-and-threats.html#



Vulnerability and patch selection
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Vulnerability and patch selection

Assess

Automated vulnerability assessment
tools?...



Vulnerability and patch selection

Iriage

\_ _J

xse\ec:t an arbitrary score above which vulnerabilities
must be fixed, ignoring all issues below that level

xta ke raw CVSS scores without taking into account
organisation specific mitigations or priorities



Vulnerability and patch selection
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Vulnerability and patch selection
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Automated patch selection
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...is in its early infancy...
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o Farris, Katheryn A., et al. "Vulcon: A system for vulnerability prioritization,

mitigation, and management." ACM Transactions on Privacy and Security
(TOPS) 21.4 (2018): 16.

e SMARTY (S3
o Cobleig

<ra mjukvaruuppdateringar for den smarta staden)

n, Alexander, et al. "ldentitying, Prioritizing and Evaluating

Vulnerabilities in Third Party Code." 2018 IEEE 22nd International Enterprise
Distributed Object Computing Workshop (EDOCW). IEEE, 2018.



Vulnerability and patch selection
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Vulnerability and patch selection
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