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We work with open tech.
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From right to left and 
back again.

Security - where to look?





Left - Right, simplified.

Left:
Finding the security issues in the code of the application.

Right:
Protect from security issues hosting the application



But first, let’s first talk 
about some of the 
problems with 
DevOPS.
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The dream: A developer should be able to 
deploy to production anytime.



The CI/CD workflow needs a lot of things, let’s mention 
some:

● Building the assets
● Testing of the assets
● Testing the final application
● Security testing of:

○ Code
○ Containers
○ Packages
○ Infrastructure
○ Network

● Stop delivery if important tests or security checks fail.



But, Hey! We are running a node.js application! And the 
security issues has nothing to do with our delivery!



Let’s trust the developers on this. So, we need an process. 
And tools for that process. So they can push that button to 
deliver the code to production.



And also let’s think about this - according to a marketing 
email I got yesterday (if I trust the developers, I must trust 
the marketing email, right?): 

85% of commercial applications has known critical 
vulnerabilities.



So what about security scanning in the left side of the 
delivery? And how to handle it if all is alright at the day of 
the delivery, and the day after, it’s not?





So, the developers needs a process, and tools.





Ok, then we also have the old fashioned sysadmins and 
people in charge of the hosting…
We have containers, servers, VPS, Kubernetes, SaaS, PaaS…

But, hey! Those security issues in X has nothing to do with 
hosting the application!



So let’s trust the sysadmins.



So… we need processes to handle both left and right, and 
make sure we know about the security issues. And keep 
track. Because security itself, as you know, is a process. 
Suddenly one day we have another Log4j incident, and we 
need to know we have it and where.



There is a lot of open source tools around security. Some of 
my favorites:

OWASP Zed Attack Proxy (ZAP)
Nikto
Trivy
Semgrep
Yarn audit
Etc.



Ways to run security scanners:
Terminal
Gitlab runners
Jenkins jobs
Github Actions
Fancy UI:S



So we have runned all the things and have random reports 
in random formats, with different stakeholders, how could 
we work with them?





What is DefectDojo?

DefectDojo is a security tool that automates application security vulnerability 
management. DefectDojo streamlines the application security testing process by 
offering features such as importing third party security findings, merging and 
de-duping, integration with Jira, templating, report generation and security 
metrics.

What does DefectDojo do?

While traceability and metrics are the ultimate end goal, DefectDojo is a bug 
tracker at its core. Taking advantage of DefectDojo's Product:Engagement model, 
enables traceability among multiple projects and test cycles, and allows for 
fine-grained reporting.

Licensed under: BSD 3-Clause "New" or "Revised" License.





Some of the supported scanners in DefectDojo



Useful links

https://www.defectdojo.org/
https://github.com/aquasecurity/trivy-operator
https://www.securecodebox.io/

https://www.defectdojo.org/
https://github.com/aquasecurity/trivy-operator
https://www.securecodebox.io/


Demo time!



And yes, we are hiring.
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Open positions right now:

Kubernetes/DevOPS
Developers - frontend and backend (React, PHP)
Web strategist

See our web page: digitalist.se/karriar



Thank you for 
listening!
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