
THE PERFECT STORM

The influence of the Open 
Source Industry on 

IT-investments in the Public 
domain and beyond
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Friday Ketchup
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Bringing the infinite 
potential of open 

source to the enterprise
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The open infrastructure platform

Linux Cloud native Edge AI
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Perfect Storm
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Perfect Storm:
An extreme situation in 

which many things 
happen at 

the same time. 
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Disclaimer:
I am not a 

lawyer
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Disclaimer:
I am not a 
technician
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Most Pressing Regulatories
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Network and Information 
Security Directive

NIS-2

● Okt. 18 2024
● Target Group Critical 

Infrastructure
● CEO liable
● Risk based security 

approach 
● Responsibility for the 

cybersecurity of the 
supply chain

Cyber Resilience Act

CRA

● 2027
● Products with digital 

elements
● SBOM
● Vulnerability reporting
● Vendor Declaration 

Digital Operational 
Resilience Act

DORA

● 2025 
● Financial Sector
● Extensive Risk 

Management 
● ITK for financial sector 

also affected 

Payment Card Industry 
Data Security Standard

PCI-DSS

● V 4.0.1 Spring 2024
● Credit Card Information
● Detailed Security 

measures 



In Germany
entire

Software Supply Chain
is evaluated by:

Article 21 NIS-2 ad Supply Chain
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Management 
personally liable 
(Art. 20), fines up 

to 10 Mio. EUR

Sending
200 pages 

questionnaire 
is not enough!



Sweden
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Who me?
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Source: https://www.nyteknik.se/debatt/sverige-stannar-utan-it-tjanster-fran-usa-vi-maste-gora-oss-redo/4358003



22

Common Criteria Recognition
CCRA SOGIS-MRA

EAL 4 +



1. Energy
a) Electricity
b) Distinct heating 

and cooling
c) Oil
d) Gas
e) Hydrogen

2. Transport
a) Air
b) Rail
c) Water
d) Road

3. Banking

4. Financial market 
infrastructures

Sectors of high criticality    Other critical Sectors

5. Health

6. Drinking water

7. Waste water

8. Digital infrastructure

9. ICT service 
management (business 
to business)

10. Public Administration

11. Space
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1. Postal courier services

2. Waste Management

3. Manufacture, production 
and distribution of 
chemicals

4. Production, processing 
and distribution of food

5. Manufacturing

6. Digital Providers

7. Research

≥ 50 Employees & ≥ 10 Mio 
Annual Turnover

Who
is not on these lists?
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1. Postal courier services

2. Waste Management

3. Manufacture, production 
and distribution of 
chemicals
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Is ISO 27001 sufficient?
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All-hazards approach on network, information systems and physical environment

NIS-2 Article 21(2) minimal Security Requirements
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ISO 27000 Series

Common Criteria 
EAL 4+

Covered by:a) Risk analysis and IT System security Policies

b) Incident handling

c) Business Continuity

d) Supply Chain Security

e) Network and information systems security

f) Effectiveness assessment policy 

g) Cyber hygiene and cybersecurity training

h) Cryptography policies

i) Access Control HR policies

j) Multi-factor authentication, continuous authentication, secured voice video 
and text communication, secured emergency communication systems

• Sending 200 pages questionnaire is 
not enough!

• ISO 27001 Certification of the 
supplier does not guaranty coverage 
of customers security requirements



Common Criteria EAL 4 + Flaw 
Remediation

— Product specific including organization

— Demanding full control and 
description over all security aspects

— No compromise approach
transparent to the customer

— Suitable to highest security standards

— Fully comparable

ISO 27001

— Organizational, excluding product 
features

— Delegation possible so delegated areas 
are blind spots

— Balancing risk with investment 
unknown to customer

— Good enough security for unknown level

— Not comparable depending on risk 
analysis 29

Common Criteria EAL 4+ vs ISO 27001
Some highlights



EAL 4+ Certification Scope
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Product Product

Company

Production

Security Updates

NIAP OSPP
on level EAL 1

EAL 4+

Product 
Features

Supply
Chain

SUSE is the Only General Purpose OS that did both

Security
Certification

Gap

Red Hat, Microsoft, SUSE

EAL = Evaluation Assurance Level (how much has been checked)

SUSE



Certified Secure Software Supply Chain
Common Criteria EAL 4 + Certification
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Code

review

Package

selection

Automated

Testing

Manual

Testing

Build

Service

Delivery 

Network

Community 
Code

Customer 
System



Supply Chain Evaluation Effort
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Customer 1

Customer 
2

Customer 
3

Customer 
4

Customer 
5

Customer 
6

Supplier 1

Supplier 2

Supplier 3

Supplier 4

Supplier 5

Supplier 6

EvaluatesEvaluatesEvaluates
Evaluates

Evaluates

Evaluates

Evaluates

Evaluates

Evaluates

Ev
al

ua
te

s

Ev
aluate

s

Customer 1

Customer 2

Customer 
3

Customer 
4

Customer 
5

Customer 
6

EAL 4+

Other OS

Other OS

Other OS

Other OS

…

Cert. 
Authority

Without Supplier Certification With a Supplier Certification

Evaluation Responsibility



Every Organization might face at least 3 Evaluations

Triathlon of evaluation
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OREvaluation in court

Internal Evaluation

Intruder’s Evaluation

State recognized 
Certification

Take the risk and get 
wounded because if you 

got there something 
happened you need to 

explain! Be able to point to an 
independent 

evaluation of a state 
backed certification

OR
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How does Open 
Source Industry 
influence this storm?
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OSBA - COSS - DOSBA - … - …

APELL - OFE - … - …

OpenInfra Forum

Many many more
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Thank 
you



Agenda

- Slide 1 (Title slide)
- Slide 2 (Intro of me (3 minutes)

- History OSS & Emiel (Storytelling) 
- My role at SUSE as OSS Ambassador
- (Slide 3) Friday Ketchup
- Slide 4 Disclaimer: I am not a lawyer, please also talk to them! 
- Public money, Public Code

- Slide 3 (storm phase 1, More tools)
- Slide 4 (storm phase 2, more complex tools) (try to get IP address on your next divide (IP4) 
- (connectify)
- Slide 5 (old school switch vs nowadays switch)
- Slide 6 (Storm phase 3, international turbulence, increasing pressure and importance)
- Slide 7 (storm phase 4, EU regulations)

- Customer Situation (Finish Example, Storytelling)
- Storm is coming! (GoT)
- Which Storm? (EU Regulation)
- Why? (We are at WAR)

- Reaction = NIS-2
- Perfect (Finnish) Storm: Changing society by digitalisation

(Switch analogy: old switch to modern “switch”= computer, who is in? Bad guys? Maybe
That is why EU comes with NIS-2 is for Critical infrastructure (Slide 3) 

- What do you need to do? (Slide 4)
- Com criteria (Slide 7) International framework of Cyber Sec Certs, implemented by standard (ISO 15408 and the CCRA and SOGIS-MRA) (Picture above) 
- ISO 27001 is not enough (slide 8) you can exclude elements!
- CRA Cyber Resillion Act
- Not just you, also your supplier? Do you know?

- SUSE (Super strong coat, shorts all ways :) )
- Vision: Bringing the infinite potential of open 
- Mission: ??? 
- Enterprise Ready (New to deliver slide by Knut)
- Example of Knut of Germany re make sure that OSS was not excluded
- Investment in protection will save you money in the long run?
- Because of these regulations (CRA) encourage (also) OSS companies to 
- Is a company also publishing upstream?
- How we build is what is certified,  
- Certs are product based not process based 

- Uitsmijter: Remember a good coat is not enough, you also need shoes, equipment  and behave yourself. 
What YOU need is OSS products, but only if they protect you for Finish Arctic Weather! 
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The influence of the Open Source Industry on IT-investments in the Public domain and beyond

Storm is Coming! 

Emiel would like to protect you for not just a Dutch Storm but even for the Arctic, 
Storm that is coming. He’ll explain the NIS-2 so you are aware and should be 
prepared. But also how you can benefit from it. 
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Mindtrek Keynote

NIS-2: Article 21: Personal liable (slide 5 of Knut’s deck).

Shopping list for any CIO that needs his/her sleep https://www.commoncriteriaportal.org/products/index.cfm
Compliace: >EAL 4+ including ALC_FLR.3

Why? Because this filters all products where the entire Supply Chain Security has been evaluated.

Reference for Recognition is the SOGIS-MRA

If they shop from this list 

Slide 12 = which countries?

EAL = Evaluation Assurance Level = how deep is the evaluator looking into your supply chain.

Evaluator = (internationally) accredited person AND an accredited “government” agency representative. (IN FINLAND Finnish Transport and 

Communications Agency (Traficom)

Risk: Hypervisors (VM-Ware does not) 

Slide 7

APPELL - COSS - OSBA - DOSBA - … - OSF
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https://www.commoncriteriaportal.org/products/index.cfm
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SUSE at a 
glance

90%+
Of the leading companies 

use SUSE*

2,500+
Passionate employees 

30+ 
Years of open source 

expertise

We make Linux and 
manage many

We make Kubernetes and 
manage many

We make Zero-trust 
security the default

We make GenAI 
solutions for many 

models 

We offer world-class 
support

We are pioneers in 
Edge technology

Our vision is to 
bring the infinite 
potential of open 
source to the 
enterprise

*Based on key Industries including Financial Services, Aerospace, Automotive, Pharma and Technology
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Benefits of Enterprise Open Source from SUSE

Certified to the highest 
standards

Freedom of 
choice

Private by design Zero-trust 
security

Control of costs at 
scale

Air gap friendly

* Source: A CTO’s Guide to Open-Source Software: Answering the Top 10 FAQs, 1 March 2024 

Open Source is the backbone of 
digital innovation*
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Appendix



Palette, delete when deck complete
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Jungle

Pine

Persimmon

Blue

Fog

Infographics



Icons, set custom fill and delete when deck is complete
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http://www.youtube.com/watch?v=wH8axzNGeKg


Emiel Brok
Open Source Ambassador at SUSE
Bio: I'm living the open source philosophy for over 20 
years. I trust the 'Power of Many' and 'Public Money Public 
Code' to continuously change the world into a better place.
From different positions I lobby for ‘Open Source First’. I do 
this from my daytime job as Open Source Ambassador and 
also as co-founder of the DOSBA, The Dutch Open Source 
Business Alliance.I also host an online show called the 
‘Friday Ketchup’. 
Synopsis: 
TBD
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Headshot


